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Senior Network Engineer
(737) 360 9398 | tejap733@gmail.com
PROFESSIONAL SUMMARY
Senior Network Engineer with 8 years of experience working with enterprise network infrastructure in healthcare and large corporate environments. Hands on experience with Cisco routing and switching, Palo Alto and Fortinet firewalls, Cisco ACI, AWS, and Azure networking. Strong troubleshooting skills across Layer 2 and Layer 3 networks, with experience improving network performance and automating tasks using Python and Ansible. Worked closely with security, cloud, and application teams to support and maintain secure and reliable network environments. Experienced in network migrations, upgrades, and infrastructure changes with minimal impact to business operations. Comfortable working in production environments, troubleshooting issues, and supporting day to day network operations.
TECHNICAL SKILLS
Routing & Switching: TCP/IP, BGP, MP-BGP, OSPF, EIGRP, IS-IS, MPLS, Segment Routing, VXLAN, EVPN, Spine-Leaf, VLAN, VTP, STP/RSTP/MSTP, vPC, M-LAG, HSRP, VRRP, GLBP, BFD, VRF/VRF-Lite, route redistribution, PBR, QoS, IPv4/IPv6, IP SLA, SNMP, NAT/PAT, ACLs, DHCP, DNS, Enterprise LAN/WAN Firewall, Router, and Switch Configuration.
Platforms: Cisco Catalyst, Nexus, ISR/ASR, ACI, DNA Center, SD-WAN (Viptela), Meraki; Juniper SRX/EX, Mist; Arista EOS; Aruba wireless Infrastructure.
Security: Palo Alto NGFW (PA-Series, Panorama), Fortinet FortiGate, Cisco ASA/Firepower (FTD), Check Point, Zscaler (ZIA/ZPA), Cisco ISE, Aruba ClearPass, IPSec/SSL VPN, DMVPN, GlobalProtect, IDS/IPS, URL Filtering, SSL Decryption, Zone Based Firewalls, Zero Trust
Cloud: AWS (VPC, Transit Gateway, Direct Connect, Route 53, IAM), Azure (VNet, NSG, ExpressRoute, Traffic Manager), GCP (VPC, firewall rules, hybrid connectivity)
Automation: Python, Ansible, Terraform, Netmiko, Paramiko, REST APIs, Git, CI/CD, YAML/JSON, Azure Automation Runbooks
Load Balancing: F5 BIG-IP (LTM, GTM, ASM, APM), Citrix NetScaler, A10 Thunder, AWS ALB/NLB
Wireless & NAC: Cisco WLC (5500/9800), Meraki, Aruba, Ekahau Site Survey, 802.1X, RF planning, Cisco ISE, ClearPass
Monitoring: Splunk, SolarWinds NPM/NCM, Wireshark, NetFlow, Syslog, Infoblox, BlueCat, Riverbed SteelCentral
Security Tools: CrowdStrike Falcon, CyberArk PAM, Tenable Nessus, Tufin, AlgoSec, Okta, LDAP, Active Directory
OS & Virtualization: Cisco IOS/IOS-XE/NX-OS, Juniper Junos, PAN-OS, RHEL, Ubuntu, Windows Server, VMware vSphere/ESXi, NSX
ITSM: ServiceNow, Jira, Jenkins, Agile/Scrum, ITIL (Incident, Change, Problem Management)
PROFESSIONAL EXPERIENCE
Senior Network Engineer — CVS Health	July 2025 – Present

· Maintained network infrastructure for HIPAA regulated pharmacy, clinical, and retail environments across 100+ data center, campus, and hybrid cloud locations.
· Managed and troubleshot Layer 2 and Layer 3 networks using Cisco Catalyst 9000 and Nexus 9000 switches, including VLANs, STP, vPC, OSPF, and BGP.
· Troubleshot recurring network issues and performed root cause analysis to reduce repeat incidents and improve network stability.
· Designed and maintained BGP and OSPF routing, VRF segmentation, and route redistribution across MPLS and data center environments.
· Managed Palo Alto and Fortinet firewalls with 500+ active policies, including NAT, site to site VPNs, and remote access VPNs while supporting HIPAA and PCI-DSS requirements.
· Monitored Versa SD-WAN environments for branch connectivity, including tunnel health, application aware routing, and failover during maintenance activities.
· Reviewed Palo Alto firewall policies and removed approximately 20% of unused and overly permissive rules, improving policy management and security.
· Managed Cisco ISE for 802.1X authentication and endpoint profiling integrated with Active Directory for clinical workstations, medical devices, and corporate endpoints.
· Supported Cisco ACI fabric operations, including tenants, VRFs, bridge domains, EPGs, and contracts, reducing application onboarding time from several days to the same day in most cases.
· Managed Cisco Catalyst 9800 Wireless LAN Controllers and Aruba wireless infrastructure, including SSIDs, RF optimization, roaming, and guest wireless access.
· Built and supported hybrid connectivity between on premises data centers and AWS/Azure environments using VPC/VNet, AWS Transit Gateway, ExpressRoute, and IPSec tunnels.
· Deployed and managed F5 BIG-IP LTM/ASM for load balancing, SSL offloading, and WAF protection for patient facing and pharmacy applications.
· Developed Python scripts and Ansible playbooks to automate configuration backups, compliance checks, and network provisioning, reducing manual administrative work by approximately 40%.
· Used SolarWinds, Splunk, and Wireshark to analyze SNMP, NetFlow, and Syslog data and troubleshoot latency, routing, and security related issues.
· Managed the ITIL change process for production network changes, including risk assessment, maintenance windows, and post change validation, maintaining a 98%+ success rate for high impact changes.
· Worked with security, cloud, and application teams on P1/P2 incidents and root cause analysis affecting pharmacy and clinical systems.
Senior Network Engineer — Cognizant	 August 2024 – June 2025

· Managed routing across a multi vendor WAN using eBGP with ISPs, iBGP route reflectors, multi area OSPF, and EIGRP to OSPF redistribution with route maps and filtering.
· Resolved BGP instability on ISP circuits by implementing BFD and tuning route dampening. Fixed asymmetric routing issues by redesigning VRF Lite route leaking between client environments.
· Managed Cisco ASA and Firepower (FTD) security policies through FMC, including ACL cleanup, IKEv2 site to site VPNs, and AnyConnect remote access.
· Built and supported Cisco SD-WAN (Viptela) environments using vSmart policies, application aware routing, vEdge firewall rules, and vManage templates. Troubleshot tunnel drops caused by MTU and transport circuit issues.
· Configured Azure VNets with NSGs and UDRs and GCP VPCs with custom firewall rules and peering to segment workloads and connect on premises sites to cloud applications.
· Supported Azure ExpressRoute and GCP Cloud Interconnect connectivity along with site to site VPNs for hybrid cloud environments.
· Developed Netmiko and Paramiko scripts for configuration backups and compliance checks. Created Ansible playbooks to standardize ACL and VLAN deployments across network devices.
· Monitored network performance using SolarWinds, SNMP, and NetFlow to identify interface congestion, duplex mismatches, and other network issues before they impacted production.
· Used Syslog from ASA, Firepower, and Cisco switches during incident troubleshooting and root cause analysis.
· Reduced MTTR by creating standardized troubleshooting procedures and automation scripts for common network issues.
· Managed DHCP scopes and primary/secondary DNS zones across client environments, including troubleshooting scope exhaustion and cleaning up stale DNS records.
· Managed IP address allocation through Infoblox and prevented subnet conflicts during new site and client onboarding.
· Led IOS and NX-OS upgrades and hardware refreshes on Cisco Catalyst and Nexus switches, including configuration staging, pre/post change validation, and production cutovers.
· Managed A10 Harmony Controller and A10 ADC configurations for application delivery, health monitoring, and traffic distribution.
· Configured Palo Alto SSL decryption, threat prevention, and security profiles to improve visibility into encrypted traffic and support security requirements.
Network Engineer — Blue Rose Technologies	July 2017 – May 2023
· Optimized BGP and OSPF routing across data center and enterprise networks to maintain stable network connectivity.
· Managed enterprise LAN/WAN environments using Cisco Catalyst and Nexus switches, including VLANs, 802.1Q trunking, STP/RSTP, PortFast, BPDU Guard, HSRP, and VRRP.
· Supported OSPF and static routing for LAN/WAN connectivity and validated firewall policy changes on Cisco ASA and Palo Alto before production deployment.
· Configured Private VLANs (PVLANs) and vPC on Cisco Nexus 9000 switches to provide network isolation and redundancy.
· Maintained network inventory, configuration baselines, and change records in ServiceNow following ITIL processes.
· Supported OpenDaylight SDN controller deployment for centralized network management and automation.
· Configured DHCP failover and redundancy on Windows Server and Cisco IOS to improve IP address service availability.
· Supported site to site and remote access VPNs for distributed users and managed DHCP/DNS services for IP allocation and name resolution.
· Monitored network alerts and tickets using SolarWinds and Splunk and worked to meet NOC resolution SLAs.
· Configured and maintained MPLS and VRF segmentation to isolate traffic between business units and data center environments.
· Implemented QoS policies for voice, video, and pharmacy applications to improve traffic performance during peak usage.
· Troubleshot routing, switching, firewall, and VPN issues in a 24x7 production environment and resolved network operations incidents and support tickets.
· Participated in network upgrades, maintenance windows, disaster recovery testing, and production change activities following established change management procedures.
· Worked with senior network engineers on troubleshooting, configuration changes, network security, and day to day infrastructure support.
· Progressed from junior network support responsibilities to independently handling routing, switching, firewall, and VPN technologies while gaining experience with cloud integration and network automation.
CERTIFICATIONS
· Cisco Certified Network Associate (CCNA)
· Cisco Certified Network Professional (CCNP)
· Palo Alto Networks Certified Network Security Engineer (PCNSE)
EDUCATION
Master of Science in Information Technology Webster University, San Antonio, TX
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